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PURPOSE 

This policy provides a procedure and set of principles regarding the processing            

and protection of personal data contained within manual records and upon           

computer databases. It is also aimed at ensuring compliance with the Data            

Protection Act 1998.  

SCOPE 

This policy applies to all Sysco Productions Ltd., employees and all agency staff,             

freelancers, contractors and consultants. 

Employees must understand that this policy is incorporated into their Contract of            

Employment. 

Line Managers must ensure that this policy is applied within their own area. Any              

queries on the application or interpretation of this policy should be discussed            

with the Managing Director prior to any action being taken. 

POLICY STATEMENT 

Sysco Productions not only intends to comply with its obligations under the Data             

Protection Act 1998, but also wishes to assure both employees and all other             

persons about whom it retains personal data, that this will be processed in             

compliance with the Act and any Codes of Practice issued by the Information             

Commissioner and will be stored in a secure, confidential and appropriate           

manner. The data will only be stored whilst relevant and will not be disclosed to               

any person without the employee’s personal written authority or unless required           

by law. 
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To this end, the Company is committed to upholding the following principles: 

● personal data will be processed fairly and lawfully; 

● personal data will be obtained only for the specified and lawful purposes and             

will not be further processed in any manner incompatible with the           

purpose(s); 

● the amount of personal data held will be adequate, relevant and not            

excessive in relation to the purposes for which it is held; 

● personal data will be accurate and, where necessary, kept up to date; 

● personal data will only be held for so long as it is necessary to enable those                

specified and lawful purposes to be achieved; 

● any individual about whom personal data is retained or is being processed            

will be informed by the Company of: 

- The purpose for which this is being done. 

- To whom such data may be disclosed. 

- The source of such data and who will have access to it, in an intelligible               

form upon request. 

- How to have such data corrected or erased, where appropriate. 

● personal data will be secured against unauthorised or unlawful processing,          

accidental loss, destruction or damage; 

● personal data relating to an individual will only be processed by the            

Company as far as this may be required in connection with the employment             

of that individual by the Company and, if it is to be processed by an external                

Data Protection - Jan.2020 v.1 3 



 
 

 
 

data processor, it will only be processed in accordance with any           

requirements or instructions imposed by the Company. 

The person responsible for the application of this policy is the Business Support             

Manager. 

DEFINITIONS 

The following terms are used throughout this policy and its application. These            

definitions comply with those used within the Data Protection Act. Each term is             

therefore defined as follows: 

“Data” is information which:  

● is processed by equipment operating automatically in response to         

instructions given for that purpose; 

● is recorded with the intention that it should be so processed; 

● is recorded as part of a relevant filing system. 

“Relevant filing system” means any set of information which is not processed by             

means of equipment, but is structured in such a way that specific information             

relating to a particular individual is readily accessible. 

“Personal data” is data consisting of information which relates to a living            

individual who can be identified from that information (or from that and other             

information) including any expression of opinion about the individual and any           

indications of the intention of the Company or any other person in respect of that               

individual. 

“Sensitive personal data” means personal data consisting of information as to           

racial or ethnic origins; political, religious or other opinions/beliefs of a similar            
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nature; physical or mental health; sexual life; criminal offences or alleged criminal            

offences and past sentences; and whether he/she is a member of a Trade Union. 

“Data Subject” is an individual who is the subject of personal data. 

“Processing” is obtaining, recording, holding or carrying out any operation on           

data; such as the organisation, adaptation, alteration, retrieval, disclosure,         

dissemination, rearranging or destruction of the information or the data.  

EXEMPTIONS 

Specific sets of information are exempt from the Data Protection Act and are             

therefore excluded from the detailed provisions of this policy but in certain            

instances the spirit of the policy will be maintained, so far as is reasonably              

practicable.  Information exempt from the Act is as follows: 

● information which the Company is required by law to make public; 

● information which the Company is required to make available in connection           

with legal proceedings; 

● information which would be covered by legal professional privilege; 

● information relating to national security; 

● personal data processed for the prevention or detection of crime or           

prosecution of offenders or for the assessment or collection of tax; 

● information relating to any regulatory activity (e.g. as might be requested in            

connection with an investigation by a body such as the Financial Standards            

Authority); 

● information processed for: 
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- the purposes of journalism 

- artistic purposes 

- literary purposes 

but only where 

- personal data is processed only for this purpose; and  

- processing is undertaken with a view to publication; and 

- the data controller believes that publication is in the public interest;           

and 

- the exemption is incompatible with the purposes. 

● confidential references prior to being given by the Company; 

● management forecasts/management planning; 

● information relating to negotiations to the extent that such information          

would prejudice negotiations. 

With the exception of the above no personal data, whether held on computer or in               

hard copy, will be released to any individual or organisation outside of Sysco             

Productions. Within Sysco Productions the data will only be released as           

appropriate and in accordance with this policy. 

CONSENT TO PROCESS DATA 

The Company will only collect personal information about employees when that           

information is required for a legitimate business or legal reason. Under normal            

circumstances personal data will only be obtained from the employee with his/her            
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consent. Where it is appropriate to consult sources other than the employee (e.g.             

for references) then he/she will be informed of that fact. 

Personal data will be processed fairly and lawfully and may only be processed if              

one of the following conditions is met: 

● the data subject has given his/her consent; or 

● the processing is necessary for the performance of a contract (such as an             

employment contract) or for entering into a contract; or 

● the processing is necessary in order to comply with any legal obligation to             

which the Company or the employee is subject; or 

● the processing is necessary in order to protect the vital interests of the             

employee; or 

● the processing is necessary for the administration of justice or for other            

legal reasons; or 

● without prejudice to the data subject’s rights, freedoms or legitimate          

interests; when the processing is necessary for the purposes of legitimate           

interests pursued by the Company or by the third party to whom the data is               

disclosed (such as where there may be a business transfer or merger). 

Sensitive Personal Data may only be processed if, in addition to the above, a              

sensitive personal data condition is met: 

● the data subject has given his/her explicit consent to processing; or 

● the processing is necessary for the performance of any right or obligation            

imposed by law, this includes data processed to: 

- ensure workers’ health, safety and welfare at work; 
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- keep a safe working environment; 

- prevent discrimination on the grounds of race, religion or similar belief,           

sex or disability; 

- consider DDA reasonable adjustments to the workplace; 

- maintain records e.g. SSP and SMP 

- prevent unfair dismissal of workers; 

- supply information on accidents if there may be a claim for industrial            

injuries benefit; 

- protect property or funds belonging to customers but in the employer’s           

possession. 

- Ensure continuity of employment following a TUPE transfer. 

● the processing is necessary to protect vital interests; or 

● the information has been made public; or 

● the processing is necessary for the administration of justice; or 

● the processing is necessary for medical purposes; or 

● the processing is for Equal Opportunities monitoring. 

RETENTION OF PERSONAL DATA 

Storage 

All documentation relating to employment is contained in hard copy, in an 

individual file for each employee, within the HR department,   Managers must not 

hold these or duplicate files locally. 
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Hard copy records may not be removed from the department in which they are              

kept without the prior authorisation of the responsible manager named above. 

In addition, the Company stores and processes sensitive and other personal data            

electronically on a HR database. This system is managed and administered by the             

Business Support Manager. 

The Company will take due care with regard to the storage of data and the               

protection of data, provided by software and hardware security measures. Every           

effort will also be taken to ensure the reliability and confidentiality of individuals             

authorised as responsible for the maintenance of such information and training           

in the legal requirements and this policy will be provided to these managers. 

Retention Period 

The amount of data retained will be regularly reviewed and reduced so that data is               

kept only for as long as is necessary. The relevant departments will therefore             

review all personal data each year in order to ensure that there are sound              

business or administrative reasons requiring the maintenance of that data.          

However, it is necessary to retain employee information for a defined period after             

an employee has left the Company. The relevant time periods are shown in             

Appendix I. 

Accuracy of Information 

The Company will take such reasonable action as is necessary to ensure the             

accuracy of information. Data is deemed to be inaccurate if it is either incorrect or               

misleading as to any matter of fact. 

Where practicable and necessary, The Business Support Manager will provide          

employees with a copy of the personal details held on the HR database, on an               
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annual basis, in order that they may update the data or raise queries regarding              

the content of the information. 

In addition to the requirement for accuracy from a data protection perspective,            

information held is important for the correct administration of employee benefits           

and other details, such as telephone number and emergency contact details, are            

also needed for Health and Safety reasons. For these and other employment            

reasons, it is a condition of employment that any change in an employee’s             

circumstances must be notified by the individual to the Business Support           

Manager as soon as is practicable, so that records can be updated.  

ACCESS TO PERSONAL DATA 

All employees may request to see and have a copy of the sensitive and other               

personal data held by the Company other than: 

● Management information if the release of such information could prejudice          

the Company’s business interests. 

● Information relating to negotiations with the Company if the disclosure          

would prejudice those negotiations. 

● Information required for the purposes of management forecasting and         

succession planning if the release of such information could prejudice the           

conduct of the business. 

● Confidential references given by the Company before they are provided to a            

third party. 

Employees do not have the right of access to information relating to another             

individual, or to information identifying that individual as the source of the            

information sought by the employee, unless that individual has given his/her           

consent for the information to be disclosed or unless it can be taken, in all               
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circumstances, it is reasonable to do so. For example, employees should be aware             

that, in addition to members of the department in which the information is held, a               

manager with direct and/or indirect line responsibility for their work activities           

may, in certain circumstances, also have access to their personal data. 

Any employee may request access to the personal data (other than as stated             

above) held by the Company by applying in writing to the Business Support             

Manager specifying the information that is requested. Appendix II may be used            

for this purpose. The Company will supply the information within 40 days of             

receiving a request but it should be noted that the original copy of the information               

held by the Company cannot be removed from its normal place of storage.             

Individuals will be accompanied by a member of the relevant department whilst            

viewing the information. The individual may also request a copy of the            

information for retention but the Company reserves the right to charge an            

administration fee for the expense incurred in the supply of the information. 

Similarly, managers may not remove the original copy of personal information           

held by the Company about their staff, from its normal place of storage, without              

the prior authorisation and only after providing a written acknowledgement of the            

receipt of the information. 

PERSONAL DATA USAGE 

Sensitive and other personal data collected for employment purposes will only           

normally be used for such purposes. No important decisions will be made with             

regard to any individual using, or referring to, data that was collected for any other               

purpose. 

All forms supplied by the Company to be completed by employees or potential             

employees for employment purposes will include an explanatory statement         

regarding the purpose for which the information is to be used, where the             
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information will be kept and for how long, and who will have access to the               

information. 

Disclosure of information will only be permitted as referred to in this Policy or if               

the individual has provided his/her consent. 

Where the processing of data by automated means is likely to constitute the sole              

basis for any decision affecting the individual, such as is the case with certain              

psychometric tests, the individual will be informed of the logic involved in the             

decision making process. 

REFERENCES 

Confidential references provided by the Company are exempt from the access           

provisions of the Data Protection Act prior to their issue. This includes references             

supplied for the following purposes: 

● education; 

● training; 

● employment; 

● appointment to office; 

● provision of any service. 

This means that employees may not see a reference supplied by the Company.             

However, the exemption is not applicable, and employees may have access, to            

references once they are received by the Company and/or to references sent by the              

Company once they have been received by the intended third-party. 

The employee’s permission for the Company to supply a reference must be            

obtained before any reference can be given. All persons voluntarily leaving the            

employment of the Company will therefore be asked to confirm their agreement to             
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such references being supplied to prospective future employers. Similarly, the          

written consent of an employee must be provided before references will be            

supplied to Banks, Building Societies or other organisations. 

All references relating to past and current employees must be written by the             

Business Support Manager, who will discuss the detail with the appropriate           

manager of the employee when necessary. Factual references will be supplied by            

the Company which confirm such details as length of service, position(s) held,            

reason for leaving, final salary and, if requested, attendance levels. Subjective           

statements will not be included within references supplied by the Company nor            

will telephone references be given. 

Should a manager wish to provide a “character reference” for a past or current              

employee it must be explicitly stated that the reference is a personal reference             

from the individual concerned; it must not be sent on Company letterhead            

stationery and should not in any circumstances be considered to be the views or              

opinion of the Company. 

MEDICAL RECORDS 

For details of the right of access to any medical report prepared by a medical               

practitioner relating to employment, the employee must either request details          

from the medical practitioner concerned or the Managing Director. Details of           

employees’ rights under the Medical Reports Act 1988 are specified prior to any             

pre-employment or employment medical being requested. 

Any employee or any person authorised in writing by that employee may also apply              

to receive details of any health record obtained by the Company. Similarly, should             

the Company wish to apply for details of an employee’s medical records retained             

by their general practitioner the employee’s consent will be requested beforehand. 
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Where possible, sickness and injury records will be kept separate from absence            

and accident records. Access to such records will be restricted to those who need              

it in order to fulfil their job responsibilities. Medical reports, health assessment            

information and health records, e.g. drug and alcohol test results, must be stored             

in a secure cabinet. 

INDIVIDUAL RESPONSIBILITIES 

It is the responsibility of the Business Support Manager to submit applications for             

notification to the Information Commissioner and to keep that notification up to            

date as required by the Data Protection Act. It must be noted that it is a criminal                 

offence, subject to an unlimited fine, to knowingly or recklessly hold personal data             

of any description other than that specified in the notification entry, or to process              

the data in breach of the entry. Misuse or lack of notification is therefore a               

disciplinary offence which may, subject to the terms of the Company’s           

disciplinary procedure, result in the dismissal of an employee from the Company’s            

employment. 

It is a criminal offence for an employee to knowingly or recklessly, without             

consent, obtain or disclose personal data (or to procure the disclosure of such             

data to another person) unless it is to prevent or detect a crime or is required by                 

law or you acted in the reasonable belief that you had the legal right to obtain                

such data. 

Unauthorised access to personal data misuse of personal data and failure to            

secure data against unauthorised or unlawful processing, accredited loss,         

destruction or damage are therefore disciplinary offences any of which may,           

subject to the terms of the Company’s disciplinary procedure, result in the            

dismissal of an employee from the Company’s employment.  
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APPENDIX I - RETENTION OF RECORDS 

TYPE OF RECORD RECOMMENDED RETENTION TIME 
 

Application Forms, CV’s and other 
unsuccessful applicants’ details, 
selection records. 
 

Maximum of 6 months after applicants 
notified of outcome 

Health & Safety surveillance and 
assessment records 
 

40 years from time of assessment 

Details of Injuries or Accident 
Reports/Records  
 

6 years from time of accident occurring  
 

Sickness Certificates 3 years after the end of the tax year to 
which they relate 
 

Medical reports 2 years after the employee has left 
employment 
 

Summary of employment records 
including absence details/details of 
terms and conditions 
 

10 years after employee has left 
employment 

Appraisal 
records/objectives/performance reviews 
or targets agreed 
 

Up to 5 years during employment or 6 
months after employee has left 
employment 

Disciplinary records 
 

12 months from date of disciplinary 
hearing (as per Discipline Policy) 
 

Pay & benefits information (HM 
Customs and Revenue requirements) 
 

6 years after employee has left employment 

Development/training needs and records 
of completed activities 
 

7 months after employee has left 
employment 
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NB: This table is by way of guidance only. Each organisation will need to              
undertake a full risk assessment in order to decide how long particular records             
should be held. 

 

APPENDIX II - REQUEST FOR PERSONAL DATA 

To:_______________________________ 

From: _____________________________ 

Name: _____________________________  

Address: 
____________________________________________________ 

____________________________________________________ 

Date ________________ 

I understand the Company has my personal data in its possession. I am writing to               
request that you provide a copy of all information which you hold about me in the                
___________________________department 
___________________ database/file. 

I understand that the information will be provided within 40 days of the above              
date. 

_________________________________________________ 

Signed Date 

------------------------------------------------------------------------------------------------------------ 

For official use only 

Received __________________________________________ 

Name Date 

Supplied __________________________________________ 

Name Date 
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Further Action Required: 
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